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Preface

Networking is a big domain under computer science and engineering. There are several streams
and area of specializations under computer network in which students shall have their own
choices for their future career. The course contents of computer network under bachelor degree
level is very basics. It simply provides the overall theoretical knowledge on communication
standards, protocols and network programming. Students have to learn about lots of new terms
and technologies in computer network making this a bit hard to grab the knowledge the sufficient
knowledge on computer. Hence, sufficient practical activities and tutorial practices are required
under this subject to verify the concepts and strengthen the practical knowledge that shall be
directly implemented in the real industries after graduation.

This lab manual on computer network is an attempt of my twelve+ years of experiences in
teaching this subject. It helps course instructor for smooth lesson planning of his/her teaching
and students to have more clarification on the theoretical knowledge achieved during the class
hours. Students are instructed to do the lab tutorial step by step as an example first and then do
given task after getting the practical concepts on each lab. This reduces the confusion for both
instructor and students about what to do next in the lab.

There are fourteen lab sheets including case study and final exam designed to be completed
within the specified academic period (one semester course) starting from the basic concepts of
network hardware/software to advance level configuration up to routing, security implementation
and different server systems deployment. I tried to cover the new networking technologies, tools,
software/hardware on every lab with the objectives to provide sufficient latest knowledge on
computer network to my valued readers. Students have to complete the tutorial steps during the
lab hours and submit the task and exercise work on the next lab.

I would like to request all the instructors, students and well-wishers to have feedback/comments
at baburd@jioe.edu.np or via www.baburd.com.np about this manual that would definitely help
me out to come up with the best manual further with new versions in the future.

Thank you!

Babu Ram Dawadi
Asst. Professor, IOE Pulchowk Campus, Tribhuvan University
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Computer Network Lab
Lab Marks Distribution
Lab Reports Attendance/Viva Final Exam Total Full Marks
40% 20% 40% 100%

Overall Objective:

The lab works in this course provides hands on training and knowledge about the analysis,
design, troubleshooting, modeling, testing and evaluation of computer networks. Students shall
have access to real test-bed networks, virtual and simulated network with the tools like tcpdump,
wireshark, ip scanner, packet tracer, opnet, mininet, visio, Bosom, NetSim etc.. to fulfill the
objectives set forth on each lab. At the end, student shall be able to perform the network and
server administration like addressing management, switching (VLAN, VTP), routing and remote
administration (SSH, Telnet, Hyperterminal), TCU/UDP/IP packet analysis, configuring of web,
dns, dhcp and ftp servers over linux/unix OS. Students will gain the opportunity to design and
develop networking model, simulation and testing with sufficient security measures.

For Students:

Students have to complete at least 10 to 12 lab activities throughout the semester to fulfill the
objectives of the course Computer Network at Bachelor of engineering and computer science.
Each lab manual is designed with lab objective, basic theoretical background, and sample
example with necessary steps to operate with the networking tools and exercise. Before
appearing into the lab, all are requested to learn the relevant activities in summary and explore
theory/practical concepts of corresponding lab. Students have to do the exercise provided and
submit the report into the next lab. Lab report to be submitted should include at least the
following topics.

1. Cover page

Title

Objective(s)

Apparatus

Procedure (steps), (Explanation, topology if any, setup, configuration)

Testing and verification (if any)

NS kv N

Discussion and Conclusion
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LAB1

Lab No | Description (Title)

Objective(s):
e To understand layered communications and protocols

e To feel and know the networking equipment (repeater, hub, bridge, switch, router, crimper, UTP, Fiber cable,
connectors, patch panel, cable managers, racks, CAT6 straight and crossover wiring standards, LAN
meter/tester, RJ-45)

Network Hardware: Crimper/clamper, RJ-45 jack male/female, LAN/Cable tester, UTP, Fiber cable,
HUB/Switch/Router/Bridge, patch panel, cable manager....

Repeaters are simple devices that work at the physical layer of the OSI. They regenerate signals (active hubs does
that too).

Hubs are used to build a LAN by connecting different computers in a star/hierarchal network topology, the most
common type on LANs now a day. A hub is a very simple (or dumb) device, once it gets bits of data sent from
computer A to B, it does not check the destination, instead, it forwards that signal to all other computers (B, C, D...)
within the network. B will then pick it up while other nodes discard it. This amplify that the traffic is shared.

There are mainly two types of hubs:

1. Passive: The signal is forwarded as it is (so it doesn’t need power supply).
2. Active: The signal is amplified, so they work as repeaters. In fact they have been called multiport repeaters. Hub
is a multiport repeater.

Hubs can be connected to other hubs using an uplink port to extend the network. Hubs work on the physical layer
(lowest layer). That’s the reason they can’t deal with addressing or data filtering.

Switches on the other hand are more advanced. Instead of broadcasting the frames everywhere, a switch actually
checks for the destination MAC address and forwards it to the relevant port to reach that computer only. This way,
switches reduce traffic and divide the collision domain into segments, this is very sufficient for busy LANs and it
also protects frames from being sniffed by other computers sharing the same segment.

They build a table of which MAC address belongs to which segment. If a destination MAC address is not in the
table it forwards to all segments except the source segment. If the destination is same as the source, frame is
discarded.

Switches have built-in hardware chips solely designed to perform switching capabilities, therefore they are fast and
come with many ports. Sometimes they are referred to as intelligent bridges or multiport bridges.

Most common switching methods are:
1. Cut-through: Directly forward what the switch gets.
2. Store and forward: receive the full frame before retransmitting it.

Normal Switches are on the data link layer (just above physical layer), that’s why they deal with frames instead of
bits and filter them based on MAC addresses. Switches are known to be used for their filtering capabilities.
Intelligent switches works as a router.

VLANs (Virtual LANs) and broadcast domains: Switches do not control broadcast domains by default, however,
if a VLAN is configured in a switch it shall have its own broadcast domain.

VLAN is a logical group of network devices located on different LAN physical segments. However they are logically
treated as if they were located on a single segment.

Bridges are used to extend networks by maintaining signals and traffic. Bridges are on the data link layer so in
principle they are capable to do what switches do like data filtering and separating the collision domain, but they
are less advanced. They are known to be used to extend distance capabilities of networks.
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In a comparison with switches, bridges are slower because they use software to perform switching. They do not
control broadcast domains and usually come with less number of ports. Multiport bridges are generally termed as
switch.

Routers are used to connect different LANs or a LAN with a WAN (e.g. the internet). Routers control both collision
domains and broadcast domains. If the packet’s destination is on a different network, a router is used to pass it the
right way, so without routers, the internet could not functions. Routers use NAT (Network Address Translation) in
conjunction with IP Masquerading to provide the internet to multiple nodes in the LAN under a single IP address.
Routers work on the network layer so they can filter data based on IP addresses. They have routing tables to store
network addresses and forward packets to the right port.

Gateways are very intelligent devices or else can be a computer running the appropriate software to connect and
translate data between networks with different protocols or architecture, so their work is much more complex than
a normal router. For instance, allowing communication between TCP/IP clients and IPX/SPX or AppleTalk.
Gateways operate at the network layer and above, but most of them at the application layer.

There is an important rule to obey while using repeaters/hubs to extend a local network and is called the 5-4-3. The
rule forces that in a single collision domain there shouldn’t be more than 5 segments, 4 repeaters between any two
hosts in the network and only 3 of the segments can be populated (contain user connections). This rule ensures that
a signal sent over the network will reach every part of it within an acceptable length of time. If the network is bigger,
the collision domain can be divided into two parts or more using a switch or a bridge.

Exercise:

1. What are physical layer devices?

2. What are the differences between Repeater and Hub? Hub and Switch?, Bridge and Switch?, Switch and
Router?

3. What is virtual LAN? Why do we need to create VLAN?

4. Discuss Different Network Topologies
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LAB 2

Lab No | Description (Title)

Objective(s):
e To understand the color coding standard of UTP cable
e To create straight and crossover cable and test/verify its connectivity.

Apparatus: UTP CAT6 cable (1M), Crimper, LAN tester

Background: RJ-45 connectors intended for use with CAT-6 cable are larger than their CAT-5 counterparts.
Begin by stripping the outer covering from the end of the cable. Remove about an inch of covering. Eventually you'll
have to cut down the amount of exposed cable, but the process of installing the RJ-45 connector will be easier if you
have plenty of exposed cable to work with (but not too much). Once you remove the outer cover, you'll see that
some of the pairs of wire are twisted together (hence the name twisted-pair cable). Untwist these wires. Once all the
wires have been separated, pull them backward so you can cut off the exposed plastic core, as shown below. Remove
as much of this core as you can. Be careful not to accidentally cut the wires in the process.

Now that the core has been removed, your next task is to straighten the wires that were previously
twisted. The easiest way to do this is by using two pairs of tweezers. Use one set of tweezers to
firmly hold the wire just beneath a bend, and the other pair to straighten the bend. The wires don't
have to be perfectly straight, but the straighter they are, the easier your job will be. Once you've
straightened the wires, your next task is to arrange them in the order they'll be placed into the RJ-45 connector.
Working from left to right, the order of the wires shall be set with EIA 568 A or B standard as follows:

T-568B T-568A
12345678 12345678

RJ-45 Plug
1O Gl ! / ol
568 B standards (wiring sequence) 568 A standards (wiring sequence)
Partial Orange (Orange with white stripe), Solid Partial Green (Green with white stripe), Solid Green,
Orange, Partial Green, Solid Blue, Partial Blue, Solid | Partial Orange, Solid Blue, Partial Blue, Solid Orange,
Green, Partial Brown, Solid Brown Partial Brown, Solid Brown

Remember for normal wiring:

¢ Odd Number Always holds the partial color while even number holds the solid color.

¢ Only 1-3, 2-6 pair of number required to be adjust for A and B standard. Orange and Green are
interchangeable.

¢ Color code for number 4, 5, 7 & 8 are always fixed.

¢ Standard A starts with Green and Standard B starts with Orange.
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Let's start wiring by B standard. Since the leftmost wire is the orange with the white stripe, there's a natural tendency
to start with this wire on the left. Although it's possible to get the wires in the correct order using this technique,
getting the wires to stay in order when you insert the RJ-45 connector becomes very difficult. Rather than starting
with the orange and white wire, lining up the wires is a lot easier if you start with the green wire with the white
stripe, and then work on lining up the blue, partial blue, and green wires. When all is said and done, the wires will
still have to be in the correct order, but starting with the partial green wire forces you to turn the cable a different
direction than if you were initially working with the partial orange. This seems to make all the difference in the
world for getting the wires lined up in a way that facilitates easy installation of the RJ-45 connector.

Now that the wires are in the correct order, hold the RJ-45 connector next to the cable, as shown below, to determine
how much wire needs to be cut off, as shown below. You'll want to make the cut so that
the ends of the wires line up evenly. The proper length can be determined by looking at
the cable's outer insulation. The insulation should stop just inside of the RJ-45 connector.
It's better to make a series of small cuts to determine the appropriate cable length than to
try to get it exactly right on the first cut. Test-fit the RJ-45 connector between each cut. If
you try to get the length exactly right on the first cut, you risk cutting the wires too short.

The easiest way to slide the RJ-45 connector onto the cable is to use your thumb to apply
pressure to the cable in the spot where the wires are first exposed from beneath the
insulation. This will help keep the wires in order. When the cable is finally cut to the
correct length, you should check a few things before crimping the cable. First, make sure
the wires go all the way to the end of the RJ-45 connector. The easiest way to do this is to
look at the end of the connector and make sure you see copper in each wire slot. You
should also verify that the wires are still in the correct order. It's easy for the wires to get out of order when installing
the cable end. A quick check at this point will keep you from having to cut the cable end off and starting over later.
Assuming the wires are in order, you can go ahead and crimp the cable. When you've finished crimping both cable
ends, you can use a cable tester to verify that the ends were installed correctly.

Your Task:

Using one meter CAT6 cable develop either cross-over or a straight cable, test and verify it.
Exercise:

1. Discuss the straight and crossover wiring standards.

2. Discuss RJ45 clamping procedure.

3. Where can we use straight, crossover and rollover cable? Explain.

4. Discuss different 802.3 Ethernet cable standards
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LAB3

Lab No | Description (Title)

Objective(s):

e To understand basic command line operation with Linux operating system and network configuration, testing
and verification.

Apparatus: Oracle virtual box, or VMware Workstation, Ubuntu or CentOS disk images

Basic Linux Commands

Command Example Description

Cat Sends file contents to standard output. This is a way to list the contents
of short files to the screen. It works well with piping.

cat .bashrc Sends the contents of the ".bashrc" file to the screen.
Cd Change directory
cd /home Change the current working directory to /home. The /' indicates relative

to root, and no matter what directory you are in when you execute this
command, the directory will be changed to "/home".

cd httpd Change the current working directory to httpd, relative to the current
location which is "/home". The full path of the new working directory is
"/home/httpd".

cd.. Move to the parent directory of the current directory. This command will

make the current working directory "/home.

cd~ Move to the user's home directory which is "/home/username". The '~'
indicates the users home directory.

Cp Copy files

cp myfile yourfile Copy the files "myfile" to the file "yourfile" in the current working
directory. This command will create the file "yourfile" if it doesn't exist.
It will normally overwrite it without warning if it exists.

cp -i myfile yourfile iWith the "-i" option, if the file "yourfile" exists, you will be prompted
before it is overwritten.

cp -1 /data/myfile . Copy the file "/data/myfile" to the current working directory and name it
"myfile". Prompt before overwriting the file.

cp -dpr sredir destdir | Copy all files from the directory "srcdir" to the directory "destdir"
preserving links (-p option), file attributes (-p option), and copy
recursively (-r option). With these options, a directory and all it contents
can be copied to another directory.
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Dd

dd if=/dev/hdbl
of=/backup/

Disk duplicate. The man page says this command is to "Convert and
copy a file", but although used by more advanced users, it can be a very
handy command. The "if" means input file, "of" means output file.

Df

Show the amount of disk space used on each mounted filesystem.

Less

less textfile

Similar to the more command, but the user can page up and down
through the file. The example displays the contents of textfile.

Creates a symbolic link to a file.

In -s test symlink

Creates a symbolic link named symlink that points to the file test Typing
"Is -1 test symlink" will show the two files are different with different
inodes. Typing "Is -1 test symlink" will show that symlink points to the
file test.

locate

A fast database driven file locator.

slocate -u

This command builds the slocate database. It will take several minutes to
complete this command. This command must be used before searching
for files, however cron runs this command periodically on most systems.

locate whereis

Lists all files whose names contain the string "whereis".

logout

Logs the current user off the system.

Ls

List files

Is

List files in the current working directory except those starting with. And
only show the file name.

Is -al

List all files in the current working directory in long listing format
showing permissions, ownership, size, and time and date stamp

more

Allows file contents or piped output to be sent to the screen one page at a
time.

more /etc/profile

Lists the contents of the "/etc/profile" file to the screen one page at a
time.

Is -al jmore

Performs a directory listing of all files and pipes the output of the listing
through more. If the directory listing is longer than a page, it will be
listed one page at a time.

Move or rename files

mv -i myfile yourfile

Move the file from "myfile" to "yourfile". This effectively changes the
name of "myfile" to "yourfile".

mv -i /data/myfile .

Move the file from "myfile" from the directory "/data" to the current
working directory.

pwd

Show the name of the current working directory

shutdown

Shuts the system down.

shutdown -h now

Shuts the system down to halt immediately.

shutdown -r now

Shuts the system down immediately and the system reboots.

whereis

Show where the binary, source and manual page files are for a command

whereis Is

Locates binaries and manual pages for the Is command.

Editors: emacs, vi, pico, jed, vim
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To Start vi

To use vi on a file, type in vi filename. If the file named exists, then the first page (or screen) of the file will be
displayed; if the file does not exist, then an empty file and screen are created into which you may enter text.

* vifilename  edit filename starting at line 1

vi -r filename recover filename that was being edited when system crashed

To Exit vi

Usually the new or modified file is saved when you leave vi. However, it is also possible to quit vi without saving
the file.

Note: The cursor moves to bottom of screen whenever a colon (:) is typed. This type of command is completed by
hitting the <Return> (or <Enter>) key.

* :x<Return> quit vi, writing out modified file to file named in original invocation
swq<Return> quit vi, writing out modified file to file named in original invocation
:q<Return> quit (or exit) vi

* :q!<Return> quit vi even though latest changes have not been saved for this vi call

Adding, Changing, and Deleting Text

Unlike PC editors, you cannot replace or delete text by highlighting it with the mouse. The main purpose of an
editor is to create, add, or modify text for a file.

Inserting or Adding Text

The following commands allow you to insert and add text. Each of these commands puts the vi editor into insert
mode; thus, the <Esc> key must be pressed to terminate the entry of text and to put the vi editor back into
command mode.

* i insert text before cursor, until <Esc> hit
1 insert text at beginning of current line, until <Esc> hit
* a append text after cursor, until <Esc> hit
A append text to end of current line, until <Esc> hit
* o open and put text in a new line below current line, until <Esc> hit

* Q open and put text in a new line above current line, until <Esc> hit

Changing Text
The following commands allow you to modify text.
*r replace single character under cursor (no <Esc> needed)
R replace characters, starting with current cursor position, until <Esc> hit
change the current word with new text, starting with the character under cursor, until
cw .
<Esc> hit
oNw change N words beginning with character under cursor, until <Esc> hit;
e.g., c5w changes 5 words
C change (replace) the characters in the current line, until <Esc> hit
cc change (replace) the entire current line, stopping when <Esc> is hit
change (replace) the next N lines, starting with the current line,
Nec or ¢cNc & (replace) o g
stopping when <Esc> is hit
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Deleting Text

The following commands allow you to delete text.

* X delete single character under cursor
Nx delete N characters, starting with character under cursor
dw delete the single word beginning with character under cursor

delete N words beginning with character under cursor;

dNw e.g., dSw deletes 5 words

D delete the remainder of the line, starting with current cursor position
*dd delete entire current line

Ndd or dNd delete N lines, beginning with the current line;

e.g., 5dd deletes 5 lines

Cutting and Pasting Text

The following commands allow you to copy and paste text.

vy copy (vank, cut) the current line into the buffer
Nyy or yNy copy (vank, cut) the next N lines, including the current line, into the buffer

p put (paste) the line(s) in the buffer into the text after the current line

Your Tasks:
Diagnose the output of the following network related commands in linux/ubuntu

#sudo ifconfig

#sudo ifdown ethQ

#ifconfig eth0

#sudo ifup ethO

#man tcpdump  //see manual information of tcpdump
#tcpdump -npi ethO

#netstat -ant

#dnsip

#hostname

#ping ip or hostname

#traceroute hostname or IP

#man route //see route command manual
#finger

#nslookup www.ioe.edu.np

Exercise:

1. Discuss with syntaxes the different networking commands used in Linux.
2. How do you troubleshoot the networking problems in Linux environment?
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LAB 4

Lab No | Description (Title)

Objective(s):

e To understand theoretical knowledge of IPv4 addressing and sub-netting.
e To understand IP address setting and testing in Linux machine (Ubuntu)
Apparatus: Linux OS (Ubuntu) on virtual machine

Background:

If definitions are helpful to you, use these vocabulary terms to get you started:

e [Pv4 address: a 32-bit number, usually written in dotted decimal form, that uniquely identifies an interface of

some computer

Host Address: another term for IP address

Network: a group of hosts, all of which have an identical beginning position of their ip addresses.

Network Number: a 32-bit number that represent a network and it can't be assigned as ip address of a host

Network address: another term for the network number.

Broadcast address: a 32-bit number that is used to address all hosts in the network. It can't be assigned as an ip

address of a host.

e  Subnet: a group of hosts, all of which have an identical portion of their ip addresses, a subnet differs from a
network in that a subnet is a further subdivision of a network.

e  Subnet number: a 32-bit number that represent a subnet. It can't be assigned as ip address of host.

e  Subnet address: another term for the subnet number.

e Subnet broadcast address: a 32-bit number that is used to address all hosts in the subnet. It can't be assigned into
a host’s IP address.

e  Sub-netting: the process of subdividing networks into smaller subnets.

e  Subnet mask: A 32-bit combination used to describe which portion of an address refers to the subnet and which
part refers to the host.

e  Network mask: 32-bit number. The mask is used by computers to calculate the network number of a given IP
address by performing a Boolean AND operation of the address and mask.

e  Address mask: another term for a mask

e Interface: A network connection.

Understanding IPv4 Addresses and classes

An IP address is an address used to uniquely identify a device on an IP network. The address is made up of 32 binary
bits which can be divisible into a network portion and host portion with the help of a subnet mask. The 32 binary
bits are broken into four octets (1 octet = 8 bits). Each octet is converted to decimal and separated by a period (dot).
For this reason, an IP address is said to be expressed in dotted decimal format (for example, 172.16.81.100). The
value in each octet ranges from 0 to 255 decimal, or 00000000 - 11111111 binary.

Here is how binary octets convert to decimal: The right most bit, or least significant bit, of an octet holds a value of
2°. The bit just to the left of that holds a value of 2!. This continues until the left-most bit, or most significant bit,
which holds a value of 27. So if all binary bits are a one, the decimal equivalent would be 255 as shown here:

1 11 11111
128 64 32 16 8 4 2 1(128+64+32+16+8+4+2+1=255)

Here is a sample octet conversion when not all of the bits are set to 1.
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01000001
06400000 1 (0+64+0+0+0+0+0+1=65)
And this sample shows an IP address represented in both binary and decimal.
10. 1.  23. 19 (decimal)
00001010.00000001.00010111.00010011 (binary)

These octets are broken down to provide an addressing scheme that can accommodate large and small networks.
There are five different classes of networks, A to E. This document focuses on addressing classes A to C, since
classes D and E are reserved and discussion of them is beyond the scope of this document.

Note: Also note that the terms "Class A, Class B" and so on are used in this document to help facilitate the
understanding of IP addressing and subnetting. These terms are rarely used in the industry anymore because of the
introduction of Variable Length Subnet Masking (VLSM) & Classless Inter-Domain Routing (CIDR).

IP address classes

Given an IP address, its class can be determined from the three high-order bits. Figure 1 shows the significance in
the three high order bits and the range of addresses that fall into each class. For informational purposes, Class D and
Class E addresses are also shown.

In a Class A address, the first octet is the network portion, so the Class A example in Figure 1 has a major network
address of 10. Octets 2, 3, and 4 (the next 24 bits) are for the network manager to divide into subnets and hosts as
he/she sees fit. Class A addresses are used for networks that have more than 65,536 hosts (actually, up to 16777214
hosts!).

In a Class B address, the first two octets are the network portion, so the Class B example in Figure 1 has a major
network address of 172.16. Octets 3 and 4 (16 bits) are for local subnets and hosts. Class B addresses is used for
networks that have between 256 and 65534 hosts.

In a Class C address, the first three octets are the network portion. The Class C example in Figure 1 has a major
network address of 193.18.9. Octet 4 (8 bits) is for local subnets and hosts - perfect for networks with less than 254
hosts.

L T

Class A fo 24 bits ( Node id) l 1.0.0.0 - 127.255.255.255

567

RN RN R R

classB  [1 0 16 bits (Node D) | 128000-191.265255255
[
Net ID
° ! 2 3
12345670123435670123486701234367
L
ClassC |11 0 21bits | 88its (Node ID) ] 192.0.0.0 - 223.255.255.255
Net 1D
! 2 3
NN NN NN
Class D e Mutticast Group 1D (28 bits) ] 224.0.0.0 - 239.255.255.255
Multicast
0 1 2
123435670123435670123486701234567
NN NN NN
Class € 11110 Reserved for future use (27 bits) ] 240.0.0.0 - 254.255.255.255

Experimental

Figure 1: Class of IPv4 Network
Network Masks

A network mask helps you know which portion of the address identifies the network and which portion of the address
identifies the node. Class A, B, and C networks have default masks, also known as natural masks, as shown here:

Class A: 255.0.0.0
Class B: 255.255.0.0
Class C: 255.255.255.0

An IP address on a Class A network that has not been subnetted would have an address/mask pair similar to:
8.20.15.1 255.0.0.0. To see how the mask helps you identify the network and node parts of the address, convert the
address and mask to binary numbers.
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8.20.15.1 = 00001000.00010100.00001111.00000001
255.0.0.0=11111111.00000000.00000000.00000000

Once you have the address and the mask represented in binary, then identifying the network and host ID is easier.
Any address bits which have corresponding mask bits set to 1 represent the network ID. Any address bits that have
corresponding mask bits set to 0 represent the node ID.

8.20.15.1 = 00001000.00010100.00001111.00000001
255.0.0.0=11111111.00000000.00000000.00000000

netid| hostid
netid = 00001000 = 8
hostid = 00010100.00001111.00000001 = 20.15.1
Understanding Subnetting

Subnetting allows you to create multiple logical networks that exist within a single Class A, B, or C network. If you
do not subnet, you are only able to use one network from your Class A, B, or C network, which is unrealistic.

When sub-netting, a third part of IP address appears in the middle of the address—namely, the subnet part of the
address. The size of the network part never shrinks.

Network (8) Subnet (24-x) Host (x) Class A
Network (16) Subnet (16-x) Host (x) Class B
Network (24) Subnet (8-x) Host (x) Class C

Each data link on a network must have a unique network ID, with every node on that link being a member of the
same network. If you break a major network (Class A, B, or C) into smaller subnetworks, it allows you to create a
network of interconnecting subnetworks. Each data link on this network would then have a unique
network/subnetwork ID. Any device, or gateway, connecting n networks/subnetworks has » distinct IP addresses,
one for each network / subnetwork that it interconnects.

In order to subnet a network, extend the natural mask using some of the bits from the host ID portion of the address
to create a subnetwork ID. For example, given a Class C network of 204.17.5.0 which has a natural mask of
255.255.255.0, you can create subnets in this manner:

204.17.5.0- 11001100.00010001.00000101.00000000
255.255.255.224 - 11111111.11111111.11111111.11100000

|sub|----

By extending the mask to be 255.255.255.224, you have taken three bits (indicated by "sub") from the original host
portion of the address and used them to make subnets. With these three bits, it is possible to create eight subnets.
With the remaining five host ID bits, each subnet can have up to 32 host addresses, 30 of which can actually be
assigned to a device since host ids of all zeros or all ones are not allowed (it is very important to remember this).
So, with this in mind, these subnets have been created.

204.17.5.0 255.255.255.224  host address range 1 to 30
204.17.5.32 255.255.255.224  host address range 33 to 6